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Files and Directories 


This Chapter describes the use of F-PROT files and directories, located on the 
network server and administration and user workstations. 


Files And Directories On Workstations 


This section describes the files and directories installed on both administration and 
user workstations. The directories are: the root directory, and its two 
subdirectories: LOCAL and SHARED. 


The Root Directory 


During F-PROT Professional for Windows installation, the root directory is created 
on the local hard disk. In different operating environments the default path and 
name of the root directory are the following: 


Windows 3.1: C:\WINDOWS\F -PROTW 
Windows 95: C:\WINDOWS\F -PROT95 
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Windows NT: C:\WINDOWS\F -PROTNT 
The root directory can also be installed elsewhere and given any other name. 


All the executable files and the Help file reside in the F-PROT root directory. 
However, the system file, F-PROTW.CFG, is installed not in the F-PROT Professional 
directory, but in the local Windows directory. 


The LOCAL Directory and its Subdirectories 


The LOCAL directory contains subdirectories and files which F-PROT uses in its 
normal operations. The seven subdirectories arranged under LOCAL are: BULLETIN, 
INFECT, MESSAGES, REPORTS, REPUSER, SUSPECT and TASKS. 


The LOCAL/BULLETIN Directory 


On administration workstation, the BULLETIN directory under LOCAL contains the 
bulletins which administrator sent to users. On a user workstation, this directory 
holds bulletins delivered from administrator. 


The LOCAL/INFECT Directory 


On administration workstation, the INFECT directory under LOCAL contains the 
infected filessent from the user workstations and their accompanying information 
files. 


The LOCAL/MESSAGES Directory 


On administration workstation, the MESSAGES directory under LOCAL contains the 
messages received from the users. 


The LOCAL/REPORTS Directory 


The REPORTS directory under LOCAL contains reports from the tasks executed on 
the local workstation. 


The LOCAL/REPUSER Directory 


On administration workstation, the REPUSER directory under LOCAL holds the task 
reports sent from user workstations. 


The LOCAL/SUSPECT Directory 


On administration workstation, the SUSPECT directory under LOCAL holds 
suspected filessent from user workstations and their accompanying information 
files. 
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The LOCAL/TASKS Directory 


The TASKS directory under LOCAL contains the F-PROT tasks in the form of task 
files. 


The SHARED Directory and its Subdirectories 


The subdirectories under SHARED are used for temporary storage of files sent to 
administrator when the network connection is down. The reports and files to be 
sent to administrator are stored in their respective directories until the network 
connection is re-established, at which time the files are sent on to administrator. 
The subdirectories under SHARED are: INFECT, SUSPECT and REPORTS. 


The SHARED/INFECT Directory 


The INFECT directory under SHARED temporarily stores the infected files sent from 
workstations until the network connection is re-established. 


The SHARED/REPORTS Directory 


The REPORTS directory under SHARED temporarily stores the task reports from 
user workstation until the network connection is re-established. 


The SHARED/SUSPECT Directory 


The SUSPECT directory under SHARED temporarily stores the suspected files sent 
from the workstation until the network connection is re-established. 


Files And Directories On The Network Server 


The files and directories on shared disk serve to provide file exchange between 
users and administrator. On the network server, F-PROT Professional creates the 
communication directory and its subdirectories. Even when more than one platform 
is used, the same communication directory is used for communication between the 
platforms. 


The F-PROT Communication Directory on the Server 


The F-PROT communication directory is created during F-PROT Professional 
installation. This directory can be given any name. 


The communication directory contains seven communication subdirectories: 
BULLETIN, INFECT, MESSAGES, REPORTS, SUSPECT, TASKS, and UPDATE, and two 
encrypted files: Comm.inf and Fpwnet.cfg. 


The file Fpwnet.cfg allows to run F-PROT in administration mode at any network 
workstation. 


Comm. inf keeps track of the bulletins, messages, tasks, reports, and infected and 
suspected files, that are circulated through the shared disk. 


Note Comm. inf and Fpwnet.cfg are encrypted. 
The communication subdirectories on the server are: 
The BULLETIN Directory on the Server 


The BULLETIN directory on the network server is used for transferring the bulletins 
issued by administrator. From this directory, bulletins are distributed to all F-PROT 
Professional users connected to the network. 


The INFECT Directory on the Server 


The INFECT directory on the network server is used for transferring infected files 
found on the local workstations. While on the server, these files are encrypted and 
renamed. When transferred to administration workstation, they are decrypted, but 
do not revert to their original names. 


The MESSAGES Directory on the Server 


The MESSAGES directory on the network server is used for transferring the 
messages sent by users. From this directory, the messages are sent on to 
administration workstation. 


The REPORTS Directory on the Server 


The REPORTS directory on the network server is used for transferring task reports 
sent from local workstations. From this directory, messages are sent on to 
administration workstation. 


The SUSPECT Directory on the Server 


The SUSPECT directory on the network server is used for transferring suspected 
files found on the local workstations. While on the server, these files are encrypted 
and renamed. When transferred to administration workstation, they are decrypted 
but do not revert to their original names. 


The TASKS Directory on the Server 


The TASKS directory on the network server is used for transferring tasks issued by 
administrator. From this directory, the tasks are distributed to all users connected 
to the network. 


The UPDATE Directory on the Server 


The UPDATE directory on the network server is used to automatically distribute new 
versions of F-PROT to the users. The directory names vary by platform as follows: 
Windows 3.1: \UPDATE 


Windows 95: \UPDATE\WIN95_UP 
Windows NT: \UPDATE\WINNT_UP 


The latest version of the program is copied into the appropriate UPDATE directory. 


The update process is facilitated by the update list stored in the file Update. ini, 
which is located in the appropriate UPDATE directory of the shared disk. 


F-PROT automatically updates the LastChange parameter in Update. ini. This 
parameter is checked by the local programs to determine whether a new version 
has become available. The local programs can then update themselves 
automatically. A corresponding value is also stored in local F-PROTW.CFGs. 
[LastChange] 
LastChange=[yy-mm-dd] (=year-month-day) 


For example: 
[LastChange] 
LastChange=94- 12-30 
Since all the contents of this directory are copied to local workstations, the 


directory can also be used to update or distribute other programs. In such case, the 
program will be copied to the local F-PROT Professional for Windows root directory. 


